"There are only two types of companies:
those that have been hacked,
and those that will be.”

Robert Muellet
FBI Director, 2012
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Nikog lNEwpyomoviog, MBA, CyRM
Cyber Risks Advisor
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MeprLexopeva

e Cromar Coverholder at Lloyds

« latpka dedopeva

«  KuBepvoemiBeoelq

¢ Nea Evpwrnaikn NopoBeoia

«  Ao@aAion & Awaxeipion Meplotatikwy
«  MeAetn Znuwv

« Beazley Global Breach Solution
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Cromar Coverholder at Lloyd's

« H Cromar sivaw E€ovolodotnpevog Avtamokpitrg (Coverholder) Twv LLOYD'S, StoBetel
TIOAVETH EUTIELPI 0TN SNULoVPYIa EEELSIKEVUEVWV OTPOALOTIKWY TIPOYPOAUMATWY HE
TNV LVTTOOTNPLEN NYETIKWY oLVOIKATWY Twv LLOYD'S, pe ta omoia £xel EEoualodotnon

A¢opevong (Binding Authority).

~ A

KILN

¢ 2TOXOG MOG ElvaL N ONULOVPYIX ACPOALCTIKWY TIPOYPOUUATWY O CUVEPYACLA PE TNV
ayopa Twv LLOYD'S, mpoopepovtag otov AGQaALGHEVO:
* TNV Adlomiotia kot Pepeyyvotnta Twy LLOYD'S

* vPnAov emimedov UTtNPEeaieg Kal
*  KOWVOTOMEG AOPOALOTIKEG KOAVYELG, CUPPWVA UE Ta SleBvr TipOTUTIQL.
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"I-“Iélalth insurance companies prime targets for hackers

MORE LIKE THIS

Anthem Hack: Personal Data Stolen Sells for
10X Price of Stolen Credit Card...

= FBI Probes for Source of
= Fraudulent TurboTax Filing
' Spike

Health records are the new credit
cards

on DG Answers =
What can Apple do to reassure users that
iCloud issafe?

Anthem Hack: Personal Data Stolen Sells for 10X Price
of Stolen Credit Card Numbers

Health records are the new credit cards
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Dark Market latpikwv Asdopévwv

$1.50 $3 $50
per CC# per SS# per medical record
(PCI) (P (PHI)
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Adlomtoinon KAEUHEVWVY LAXTPLKWY SESOHEVWV

$20,000 1.6 million $70-234 billion
average cost of medical victims of medical ID lost each year to
|D theft incident theft — and growing healthcare fraud

@experts"
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91 PERGENT OF ALL
HEALTHCARE ORGANIZATIONS

reported at least one data breach
over the last two years.”

[Tnyn: Experian
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latpiké& T SeSOopéVA pE TO HEYXAUTEPO KOOTOG AXTMWAELXG

Healthcare
Education
Pharmaceutical
Financial
Communications
Industrial
Consumer
Senvices
Energy
Technology
Media
Hospitality
Transportation
Research
Retail

Public

2014 - Cost of Data Breach Study global — Ponemon Institute Research Report
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Lloyd’s City Risk Index
$1.06 &1¢ SoAAGpLa Tou ekTipwWpeVoL A.E.MM tng
EAAaOa¢ BpiokeTal o€ Kivouvo amno
KuBepvoemiOéoeLg

Lloyd’s City Risk Index:

Lloyd’'s og ouvepyacia pe to Kévtpo Medetwv Kivduvwv tou Mavemiotnpiov touv Képmprr(
SnNULoVpyNoaV ToV SEIKTN PE OKOTIO TNV TIAPAKOAOUONON TWV TACEWV TWV KvOUVWV TIou Bar KAnBouv
VO SLOXELPLOTOUV KUPBEPVNTELG, ATPOALOTIKEG KOL ETILXELPNOELG TNV €TIOMEVN dekaeTia (2015-2025).
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Néa Eupwnaikn NopoOeoia yiax tTnv mpootacia Twv
T(POCWTILKWV OESOHEVWV

H vEéa eupWTIOIKT VOUOBDEDIO ETIEKTEIVEL TNV LTIOXPEWCN TIOL ELXAV OL TIXPOXOL
TNAETTKOWVWVLIOKWVY UTINPESIWYV Kal Internet va svnuepwvouy TIC apUOSIEC
apXeC ywa cyber incidents kol ge GAAOULC KPIOLMOUC TOMEIC TNG OLKOVOUIOG
OTIWC;

* XpnUaTolKovouLKOG Topéag

* Yysia

* Evépyewx

* Metapopég

*  Ymoxpéwon Evnuépwaong Apxwv: evtog 24 wpwv

*  Ymoxpéwon Evnuépwaong MeAatwv (Notification)

- Data Protection Officers

« Mpoéotipa: cwg 10 2% Tou Tlipou Toug pe max €100m
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Cyber Insurance: ao@aAi{el aUAX TIEPLOVCLOKA GTOLYELX

General Liability

(including Product Liability)
Excludes damage to intangible property,
such as data, and either excludes or limits
coverage for many exposures common to
companies conducting business in

an E-World.

Property Insurance
Excludes “data” as property.
Cyber Liability

L_.

G.engr.al Y Product Traditional
-2ty Liabllity Eag Errors and Omissions (E&0)

J( jL Limited to “traditional” professional
exposures and financial loss due to failure of

a product/service to perform as designed.

http://www.youtube.com/watch?v=4cn5DwpkYLA
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http://www.youtube.com/watch?v=4cn5DwpkYLA

Awxxeipion MNeprlotatikwv Data Breach

Managing the

. Evaluation of
Dlﬁmvggat::fha Data the Data Short-Term
Breach Crisis

Motification and
Credit Monitoring

Theft, loss, or Unauthorized
Disclosure of Personally
Identifiable Mon-Public

Information or Third Party Forensic

Investigation and
Legal Review

Corporate Information that
is in the care, custody or

control of the Insured
Organization, or a third
party for whom the Insured
Organization is legally liable Public Relations

Aex 2015 LLOYD'S

INSURAMCE BROKERS LTD
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Handling the
Long-Term

Consequences

Class-Action
Lawsuits

Regulatory Fines,
Penalties, and
Consumer Redress




Tu KaAUTtTEL v gupBOAaro Cyber Insurance
AcaAioTtikég Mapoxég
1. 181 Znuieg Etaupiag - Mapafiaon 101wTIKOTNTOG
* EEoda aVTIHETWTILIONG TIEPLOTATIKOU
* Nopikd — Forensics — Emikoivwvia — Anuoaoieg 2xEaeig
* Mpoota Mapafiaong [SwTKOTNTOC
* [MapakoAovBnon xpNong amwAecBEVTWY SeSOPEVWVY

2. Actikn] EuOUvn évavtt Tpitwyv
* Noutka E§oda - ATtonNULWOELG

3. Awakomtny Epyacuwv
*  AntwAsia Kepdwv AOyw OLOKOTING EPYACLWV CLVNOWG HETA OTIO 8 WPEQ
* EEoda dlepsvvnong mePLOTATIKOU - forensics

4. Cyber Extortion
* [Anpwun AVTpwv
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Tu KoAUTtTEL éva oupBoAato Cyber Insurance

5. Crisis Management - Yriinpeoieg Awaxxsipiong

« Forensics
«  E&e1bikeupévoug Aiknyopoug
«  Edkov¢g Awayeipiong Kpioswv
* (Anpooleg oxeoelg — Emikowvwviako MNAavo)
« Evnuépwong MeAatwv (web, customer care, direct mail)

*  El81koU¢ SlampaypaTteuTéG o€ TIEPIMTWON EKPLAGHOV
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Katavoun Attiwv Znpuuwv Apepkavikwy ETtxeipnoswv

B Hacker |

B LostiStolen Laptopd
Drevice

B ralwareirus

[ | FPaper Recaras

B Fogue Employes

B Gtaff Mistake
System Glitch

B Theft of Hardware
Theft of Money

B Wrongful Data
Collaction

B Other

PERCENTAGE OF CLAIMS BY CAUSE OF LOSS

(N=160)

NetDiligence Report 2015 — Cyber Liability and Data Breach Insurance Claims %tDl]JgenOB‘
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Katavoun Znpuwv avéa KAado

B Eneray

. Entertainment
B Finandial Services

[ | Gaming & Casing

. Healthcare

[l Hospitality

B Manufacturing

B Media

Mon-Profit

B Frofessional Services
B Restaurant

B fRetad

B Technology

[l Telecommunications

Transportation

Il Other

25 L1%

PERCENTAGE OF CLAIMS BY BUSINESS SECTOR
(N=160)

NetDiligence Report 2015 — Cyber Liability and Data Breach Insurance Claims lﬂetDlhgence
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Beazley Global Breach Solution R ................................................................. .
atngs

i All Beazley's managed syndicates
i (2623/623/3622/3623,/6107/6050)

are covered by the Lloyd's market ratings:
W et b (Song)

! Standard & Poor's rating A+ (Strong)

In addition, Beazley's admitted US carrier
! has an A.M. Best rating:

i Bearzley Insurance Company, Inc. A (Excellent)

« >9.000 AopoAotripla Zupporaia T |
« > 3000 Awaxxeipion Meplotatikwy Mapafiaong

¢ 6 amo 1o 10 pEYOAVTEPA TIEPLOTATIKA NTAV ACPOAALCUEVO OTOVG

Beazley

« 80% Twv {nuwv agopovaoav eEoda diaxeiplong & Tapoxn
UTINPECLWV OLaXELPLONG.

« Ta TIEPLOCOTEPA OPEIAOVTAV GTOV QVOPWTILVO TIAPAYOV T
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Beazley Alakpiosig

2015 | Cyber Risk Event Response
Team of the Year, Beazley
Breach Response team -
Advisen Cyber Risk Awards

Insurer of the Year -

Reactions London Market Reactions
Awards

LONDON
Insurance Team of the MARKET
Year, Beazley Property AWARDS
team - Reactions London 2015

Market Awards

2014 | Insurance Team of the
Year, Beazley Technology,
Media and Business
Services team - Reactions
London Market Awards

CEO of the Year, Andrew :

Horton - Reactions London Reactlons
Market Awards LONDON
MARKET
Cyber Risk Event Response [ AWARDS
Team of the Year, Beazley "

Breach Response team - 2014
Advisen Cyber Risk Awards

Best Cyber Risk Insurer -
Advisen Cyber Risk Awards
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Evnuépwon

CIG Cyber Insurance Greece

Cyber Risks Management

Homepage

@ Homepage

Privacy Breach Insurance "There are only two types of companies:

3 Kupepvoxwpog
How to Buy Insurance

() Data Breach
The Data Breach ToolKit

(3 Cyber Risks

Data Breach Solution

®

Cyber Insurance

®

Infosecurity Awareness 5 :
Estimate Your Risk Exposure

®

Cyber Risks Academy

@

Biggest Data Breaches Using Data Breach Calculators Subscribe Today!

Risk Management s %Bﬁlég

®

Privacy I51wTIKOTn TG

e Cyber Insurance

(]

(o]

ot T m
yber Risks Academy 5 Access exclusive news, analysi
The Data Breach ToolKit M :’:i?:\fel:;w:{uﬁwm‘ @ AeEIKo O YnoAoyiote to Koatog kat tnv Mbavornta
@ Cyber Risks Glossary [ - d RIASKOORY Neplotatikwv MNapafiaong Jvotnparwy f‘
B~
cyRM Certification 2 Nopoéeaia
© Privacy and Telematics News (5 Euvedpid - MapousIaTeig

Daily News

138

Q Advanced 'y [~ 3 B

Profile Connections Jobs Interests Business Services Try Premium for free

Drive Sales with Zoho CRM - Build Better Customer Relations with Zoho CRM. Get Your 15 Day Trial Now!

Cyber Risks . .
- Cyber Risks Advisors 1,491 members Owner

Discussions Jobs About Search Manage

Y] Start a discussion with your group Changes for messaging group members

‘We've updated the rules for messaging the Out of
Network members in your Groups to prevent abuse
To read more about how we've improved Groups,
visit our Help Center.

Recent ~
Your group contribution level
f.' Nikos Georgopoulos MBA CyRM

Getting closel Reach the next level and you could get
featured on the group homepage.

The fifth annual NetDiligence® Cyber Claims Study uses actual cyber liability insurance reported Building a Following
claims to illuminate the real costs of incidents from an insurer's perspective
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Nikog NewpyomouvAog

. CyRM

Cyber Risk Manager

O Nikog l'ewpyomovAog givat amoégortog Tou ALBA Graduate Business School kat tov TpuRpotog Puotkng Tou
Mavemiotnpiov Natpag.

AwaBéteL 22 £1n gpyaoilokn gumelpia 0Tto xpnpatoolkovoulko topea (XIOSBANK, Alpha Trust, Generali Hellas) otoug topeig
Marketing, NMwAnoewv kot EVOAAGKTIKWY AKTOWV.

Eivaw pédog tou International Association of Privacy Professionals, tou (ICS)? Hellenic Chapter kot miotonoinpévog Cyber
Insurance Risk Manager (CyRM).

Ewvat Snpoupyog tov “Cyber Risks Advisors” Linkedin Group, Tou  www.privacyrisksadvisors.com kot

Tou www.cyberinsurancegreece.com .
Epyaletat otnv Cromar Coverholder at Lloyds wg Cyber Risks Advisor

Exel ouppeTaoxel og MANBOG cuvedpiwy KAl apBpoypa®sl 08 ACPOALOTIKA TIEPLOSIKA KOl EEELOIKEVIEVA TIEPLOSIKA TTIOU
OOXOAOVVTOL E TNV ACPAAELX TIANPOPOPLAKWY CUCTNUATWY

Email: nikos.georgopoulos@cromar.gr , ngeorgopoulos@outlook.com
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https://privacyassociation.org/
https://privacyassociation.org/
https://www.linkedin.com/grp/home?gid=5144882&sort=RECENT
https://www.linkedin.com/grp/home?gid=5144882&sort=RECENT
https://www.linkedin.com/grp/home?gid=5144882&sort=RECENT
http://www.privacyrisksadvisors.com/
http://www.cyberinsurancegreece.com/
http://www.cromar.gr/
http://www.cyberinsurancegreece.com/paroysiaseis/
http://www.cyberinsurancegreece.com/arthrografia/
mailto:nikos.georgopoulos@cromar.gr
mailto:ngeorgopoulos@outlook.com

