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Corporate Assets 
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The Average per Capita Cost of Data Breach  per Industry 
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     2014 – Cost of Data Breach Study global – Ponemon Institute Research Report  
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Πηγή: Μ Trends 2015 A View from the Front Lines 

Time from Earliest Evidence of Compromise to Discovery 

of Compromise 
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The Data Protection Landscape - GDPR  
 

 

General Data Protection Regulation 

 

• Fines - of up to EUR 20m or 4% of annual global turnover for breaches 
of the rules 

 

• Breach notification: 

  – Regulator - “without undue delay” and where feasible within 72 hours.  

  – Affected Individuals – only where breaches likely to pose a high risk. 

• Data Protection Officers 

 

• Telecommunications, ISP’s, Financial Sector, Energy, Transport,    
Health. 

 

 



                                                          

Cyber Security Incident 

7 



                                                          

Prevention 

 

• Security awareness/education 

• Risk assessment 

• Policies and procedures 

• Vendor management 

• Incident Response Plan  

• Data Recovery Plan 

• Business Continuity Plan  

• Cyber Insurance 
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A Simplified Overview of a Data Breach   



                                                          

Cyber Insurance Covers 
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Cyber Insurance (Network security and privacy) 

GAP analysis  
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Claims Payouts by Type of Cost 
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NetDiligence Report 2015 – Cyber Liability and Data Breach Insurance Claims 

 

 

 



                                                          

Claims by Cause of Loss 
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NetDiligence Report 2015 – Cyber Liability and Data Breach Insurance Claims 
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Claims Allocation by Business Sector  
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NetDiligence Report 2015 – Cyber Liability and Data Breach Insurance Claims 

 



                                                          

How do insurers rate cyber risk?  

• Industry / turnover  

• Data – amount and type 

• Reliance on IT network for operations 

• IT Security, Policies and Procedures 

• Compliance with regulations (Data Protection Act, Industry PCI, etc) 

• Employee training 

• Firewalls, Encryption.. 

• Access controls 

• Readiness to deal with an incident 

• Cyber risk culture – internally and externally 

• Claims experience 
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What are insurers looking for in terms of cyber 

risk management  
 

•  IT Security  

• Encryption, Industry Standards, Access Management, Patch Management 

• Are you ready for a breach? 

• Having a tested response plan in place which details how you will respond to a 

breach can make your response more efficient and effective 

• Are you considering and managing cyber risks at an 

organisational level? 

• It is a myth that cyber risks are only the responsibility of the IT department 

• Have you considered the Human Element? 

• The Verizon, 2015 Data Breach Investigations Report, which collected information 

on 100,000+ incidents over the last 10 years, shows that 50% of breaches within 

organisations in 2014 were caused by human error 

• Supply chain management 

• Auditing and restriction of access  
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Beazley Global Breach Solution 

 

 

 

 

 

• An insurance solution with comprehensive mitigation services for 

privacy and security risks. 

• 3.500+ breaches managed  

• 80% of claims spend on service and managing breaches. 

• Advisen Award 2015: Beazley Breach Response Team 
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www.cyberinsurancequote.gr 
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What Every CISO Needs to Know About Cyber Insurance 
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http://www.symantec.com/content/en/us/enterprise/white_papers/what-every-ciso-needs-to-know-cyber-insurance-21359962-wp.pdf?om_ext_cid=hho_ext_social__SymGlobal_CSS_LINKEDIN_COMPANY_White Paper&linkId=20529659
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Cyber Risks Advisors 

 



                                                          

Appendices 
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 Historical Development of Cyber (Re)Insurance  
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Insurance Covers at a Glance 

First-party coverage include: 

• Theft and fraud. Covers destruction or loss of the policyholder's data as the result of a 

criminal or fraudulent cyber event. 

 

• Forensic investigation. Covers the legal, technical or forensic services necessary to 

assess whether a cyber attack has occurred, to assess the impact of the attack and to 

stop an attack. 

 

• Business interruption. Covers lost income and related costs where a policyholder is 

unable to conduct business due to a cyber event or data loss. 

 

• Extortion. Provides coverage for the costs associated with the investigation of threats 

to commit cyber attacks against the policyholder's systems and for payments to 

extortionists who threaten to obtain and disclose sensitive information. 

 

• Computer data loss and restoration. Covers physical damage to, or loss of use of, 

computer-related assets, including the costs of retrieving and restoring data, hardware, 

software or other information destroyed or damaged as the result of a cyber attack. 
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Insurance Covers at a Glance 

Third-party coverage include: 

• Litigation and regulatory. Covers the costs associated with civil lawsuits, judgments, 

settlements or penalties resulting from a cyber event. 

 

• Regulatory response. Covers the legal, technical or forensic services necessary to assist 

the policyholder in responding to governmental inquiries relating to a cyber attack, and 

provides coverage for fines, penalties, investigations or other regulatory actions. 

 

• Notification costs. Covers the costs to notify customers, employees or other victims 

affected by a cyber event, including notice required by law. 

 

• Crisis management. Covers crisis management and public relations expenses incurred 

to educate customers concerning a cyber event and the policyholder's response, 

including the cost of advertising for this purpose. 

 

• Media liability. Provides coverage for media liability, including coverage for copyright, 

trademark or service mark infringement resulting from online publication by the insured. 
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www.privacyrisksadvisors.com 
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www.cyberinsurancegreece.com 
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More Information 
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